
[image: image1.png]



RCSI SURGICAL AFFAIRS
Document Title: 
RCSI Surgical Affairs Privacy Policy
Document Number: [QMS Assigned]

	CONTROLLED COPY/ MASTER COPY

STAMP HERE

	

	OTHER

STAMP HERE


	Revision Level
	Revision Date
	Document

Number
	Description of Revision
	Document Owner/Author
	Approved By

	DRAFT
	30-04-18
	QMS Assigned
	Initial Draft of Privacy Policy
	Caroline McGuiness
	Padraig Kelly

	DRAFT
	14-11-18
	QMS Assigned
	Updated Draft following initial feedback
	Emeka Okereke
	

	Final 
	21-06-19
	QMS Assigned
	Final Revision 1.0
	Caroline Mc Guinness  
	Padraig Kelly 

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	


Table of Contents

31.0
Purpose


32.0
Scope


33.0
Definition of Terms


33.1
RCSI



33.2
Surgical Affairs (SA)


33.3
Data



33.4
Record



43.5
GDPR



43.6
Analytics


43.7
LearningSpace


44.0
Responsibilities


44.1
RCSI Data Protection Officer


44.2
Data Subject


45.0
Policy


45.1
Information We Collect and How We Use It


55.1.1
Information Relating to our Surgical / Emergency MedicineTrainees and Applicants


65.1.2
Information relating to our Trainers, Committee members, Faculty, SAC Liaison Members


75.2
Transferring Information outside the European Economic Area (EEA)


85.3
Your Rights


85.3.1
Request Access to Your Personal Information


85.3.2
Request correction of the personal information that we hold about you


85.3.3
Request erasure of your personal information


85.3.4
Object to processing of your personal information


95.3.5
Request restriction of processing of your personal information


95.3.6
Request the transfer of your personal information


95.3.7
Withdraw consent at any time where we are relying on consent to process your personal information


95.3.8
Lodge a complaint


95.4
Additional Information


96.0
Legislation & Reference Documentation




1.0     Purpose

The purpose of this privacy policy (“Policy”), is to explain our data retention/protection practices and how we handle your information in the context of:

a. Your Training, education and the administration of your time on a Training Programme & completion of same at RCSI under the auspice of the Irish Postgraduate Training Committee (ISPTC) and your onsite hospital rotation. (the “Services”). 

b. Your role as a Consultant Trainer, Committee Member, Faculty member or any other legitimate role with us as the accredited Training Body for Surgery and Emergency Medicine Training.

c. Your role as an applicant or student on one of our Academic Courses or Postgraduate Programmes..

d. Your role as an applicant or attendee on one of our professional development courses. 

e. Your role as an applicant or attendee on one of our events.

This Policy describes the types of information collected and created in the above context, how and why we use such information, who we share it with, and your legal rights. 

2.0  Scope

 This Policy covers data privacy as it relates to all stakeholders of RCSI Surgical Affairs. This  includes Consultant Trainers, Post Graduate Medical Trainees (PGMT’s), Postgraduate Students, Committee Members, Fellows and Members, SAC Liaison Members, Customers and Service Providers, etc.  
3.0 Definition of Terms

3.1 RCSI
When we refer to “RCSI”, we mean the Royal College of Surgeons in Ireland, which is the controller of your personal information. We also use the “College”, “we”, “us” and “our” to refer to RSCI in this Policy.
3.2 Surgical Affairs (SA)
Surgical Affairs (SA) is a business unit of RCSI. The Mission of Surgical Affairs is to ‘support the RCSI Noble Purpose by delivering excellence in Surgical/Emergency Medicine Education & Training and by setting and supporting the highest possible standards in Surgical Practice. We will at all times act in the interest of patients and the quality of their care.’
3.3 Data

Data is information that has been translated into a form that is efficient for movement or processing.

3.4 Record

Evidence about, a past programme, course or event. Records are facts and should not change.

3.5 GDPR

The General Data Protection Regulation 2016/679 is a regulation in EU law on data protection and privacy for all individuals within the European Union and the European Economic Area. It also addresses the export of personal data outside the EU and EEA areas 

3.6 Analytics

Data analytics (DA) is the process of examining data sets in order to draw conclusions about the information they contain, increasingly with the aid of specialised systems and software. 
3.7 LearningSpace

LearningSpace is a simulation centre management solution for medical education programmes, allied health and hospital-based simulation programs. It is a scalable web-based healthcare education platform and helps us to gain a 360-degree view of a simulation training environment performance and educational outcomes. 
4.0  Responsibilities 
4.1 RCSI Data Protection Officer
The Data Protection Officer is responsible for overseeing data protection strategy and implementation to ensure compliance with GDPR and other related legislation.
4.2 Data Subject
You are the Data Subject if your personal information is held by RCSI. You have the right to expect RCSI Surgical Affairs to handle your information lawfully, but there are also a series of things that you can do to protect your information including, but not restricted to the following;

· Think before sharing your (or anybody else's) personal information. 

· Never, ever give out your password information when the conversation was not initiated by you. The RCSI IT department will never ask for your password.

· Do not respond to suspicious emails or unexpected text messages from people you do not know.

· Only share information that is clearly needed.
· If you don't understand why particular personal information is being asked for, be prepared to query or refuse the request.

· Take particular care with social networking sites and marketing/promotional services where your personal data might be seen by countless others.

5.0 Policy

5.1 Information We Collect and How We Use It

RCSI collects and processes your information and personal data for the purposes of ensuring the effective management and administration of your Training and Professional Development. 
This Policy sets out the basis on which any personal data we (RCSI) collect from you, provided by you to us on request, and will be used or processed by us. 

As part of our operations, we process information and personal data relating to individuals. The RCSI Data Protection Officer can be contacted through the e-mail address, dataprotection@rcsi.ie if you have any queries or concerns in relation to how your data is processed and retained. 

5.1.1 Information Relating to our Postgraduate Medical Trainees and Applicants

As an RCSI Trainee or postgraduate student we process your personal information and data to ensure compliance with the requirements of current legislation, RCSI policies and training agreements. This data may include sensitive information, for example; examination results, assessment & course outcomes, eLogbook data, assessor and mentor statements on your training competencies or in some circumstances health or medical circumstances. 
When you apply to an RCSI Postgraduate Medical Training programme or register as a student or participant to one of the Postgraduate courses, you provide us as appropriate your name, contact details, application details, CV/resume, academic results and references. We use this information to manage and administer your application to a programme, from shortlisting, interview through to appointment on either a surgical or emergency medicine programme or one of our Postgraduate courses.
We process information and personal data relating to postgraduate medical trainees for assessments for the purpose of monitoring those assessments. We do this because we have a training agreement with those trainees and need to use the information for the purposes of that agreement. The information we process may include (for example) Medical Council Registration number, trainee/trainer contact details, trainee progression details, trainee assessment details, trainee training history and experience, and details relating to trainee examination. (Please note that for some exam results we deal with information about these because we are undertaking a public task. Also, for some information, we also share responsibility with the Irish Medical Council of Ireland, other relevant professional bodies, or with the other three Surgical Royal Colleges through the Intercollegiate committees.) 

We process information and personal data relating to examination outcomes. Once appointed on a Training Programme, the RCSI will seek clarification of completion of exams related to your programme. Examples include Membership or Fellowship Exam of the Royal Colleges or Membership exam of Royal College of Emergency Medicine. This is information (MRCS) or (MCEM) is requested directly from all trainees who have completed and successfully passed the exam and is used as eligibility criteria for progression to Specialty Training, and/or for the purposes of issuing of either a CST Cert or the Certificate of Completion of Specialist Training (CCST) at the end of training. 

We process information relating to Post Graduate Medical Trainees for the purpose of recommending for certification & reporting and research purposes. We do this because it is necessary as we are carrying out a task in the public interest. The information we process may include (for example)  Applications to Training Programmes, IMC numbers,  contact details, gender, CV details, trainee assessment outcomes, Training Post Assessment Forms, details of certifications and previous education history. Please note that for some of this information where relevant we share responsibility for it with the Medical Council of Ireland, National Doctors and Planning /Health Service Executive, Hospital Training sites, Joint Committee of Surgical Training (Intercollegiate committees)  etc.
We process personal trainee/trainer information & data relating to their interaction with our e-portfolios (ISCP, eLogbook,). We do this for the purposes of Training management, Curriculum development, Quality Assurance & reporting and research purposes. We also do this because of contractual obligations with the HSE. The information we process may include (for example) IMC number (or other medical number), title and name, contact details, CV, examinations and training data (placements, Learning agreement, Out of Programme, leave, Workplace Based Assessments, Annual Review of Competence Progression (ARCP), Other evidence, etc.) 

 We process information and personal data relating to our mSurgery users with     surgical training records (Core Surgical Training Trainees) for the purposes of Training management, Curriculum development, Quality Assurance & reporting and research purposes. We do this because of contractual obligations and to monitor trainee progression. The information we process may include (for example) IMC number, title and name, training data (placements, Workplace Based Assessments, eLogbook data Competency Assessment & Performance Appraisal) CAPA & other progression metrics or evidence, etc.) 

We process information and personal data relating to our EM Now users with Emergency Medicine core training records (Core Emergency Medicine Training Trainees) for the purposes of Training management, Curriculum development, Quality Assurance & reporting and research purposes. We do this because of contractual obligations. The information we process we may include (for example) IMC number, title and name, training data (placements, Workplace Based Assessments, eLogbook data. Exam results Competency Assessment & Performance Appraisal) CAPA Other evidence, etc.) 

For internal quality assurance purposes we routinely collect data, such as Trainee, Trainer and Course Participant feedback and examination results. Our intentions are to use such information in an aggregated and anonymised manner to inform the continuing development and improvement of the Trainee & course participant experience. We as part of our business process may share such aggregated information where it is of value to our quality improvement and research community, particularly with regard to the education of healthcare professionals, and it may be submitted for publication (subject to relevant ethical approval). We may also participate in, or facilitate research that requires data collection via surveys and/or focuses groups. Relevant trainee groups may be invited to participate in such research on the understanding that participation is voluntary and the data will always be anonymised.
Additional data analysis may be performed on individual Trainee performance data    throughout the academic year to identify where additional support and interventions may be required to support a trainee’s progression on the training programme. Such analytics are carried out in line with best practice. The aggregate data may be used by RCSI in the future for research or performance improvement purposes.
      5.1.2   
Information relating to our Trainers, Committee members, Faculty, SAC Liaison Members 

RCSI collects and processes your personal information and data as an Educator, Consultant Trainer, Committee member, Training Programme Director, Course Director, Member of Faculty, Adjunct Faculty or any other legitimate role you may have with us at RCSI. This data is used to contact you with regard to legitimate business in context with the role you hold and matters pertaining to you carrying out the duties and obligations of that role in a proper manner.  

We process information and personal data relating to Medical directors and Clinical leaders, for example, as Training Programme Directors; Hospital based Programme Directors, Surgical Affairs Committee members, ISPTC, CST committees, ICEMT Committee, Vice Dean, Dean, RCSI Council, SAC Liaison members, SAC members and Specialty Association. We communicate and contact for the purpose of providing information relating to their role (where relevant) and to update them about professional issues. We do this because it is in our legitimate interests as we need to work with these individuals, to conduct RCSI business (under our Training remit) and in line with our intercollegiate partnerships so as JCST-related activity with them and it is in our mutual legitimate interests to be updated about professional issues. The information we deal with may include (for example) contact details and details of each individual’s interaction with the RCSI. 

We process information and personal data relating to our Committee/Group members & Training Programme Directors, Specialty Associations, Health Education Authorities, Trainee Associations, Colleges for the purposes of Training Management, Training system & curriculum development, Quality Assurance and Specialist Division of the Register evaluation. We do this because of contractual obligations. The information we deal with may include (for example) IMC number (or other medical registration numbers) title and name, contact details, training roles and tenure, and specialty. 

We process information and personal data relating to applicants for the purposes of Recommendation for Certification of the Specialist Register applications & reporting. We do this in the public interest. The information we deal with may include (for example) IMC number (or other medical registration numbers), Name, Primary Qualification and Specialist Registration Evaluation & recommendation. 

We process information and personal data relating to our JCST Administrators for the purposes of ISCP Helpdesk and Administration. We do this as part of our Training remit and mandatory requirement for our surgical trainees to be registered with ISCP on commencement of Specialty Training.  The information we deal with may include (for example) title and name and contact details. 

5.1.3 Transferring Information outside the European Economic Area (EEA)
In some circumstances, your information may be transferred outside the EEA. This is usually where we are providing a service you have applied for where delivery is outside of the EEA. The countries we transfer information to may not have similar data protection laws as in Ireland. If you are applying for or helping us deliver, a service delivered outside of the EEA, you are agreeing to this transfer of data. 

If we transfer your information outside of the EEA, we will take steps to ensure your data is secure. We work with trusted service providers and require them to hold information securely and confidentially. An example of this in the training remit is data collected and processed for both our Trainers and Trainees through the Intercollegiate Surgical Curriculum Programme (ISCP) or collected via our own assessments process as evidence for sign off for Certificate of Completion of Specialist Training which is issued by the ISPTC of the RCSI and jointly signed off by the Joint Committee for Surgical Training (JCST) of the four Royal Colleges. 
5.1.4     CCTV 
Your image may be captured by CCTV within any of the RCSI’s campuses. Such images will be processed in line with relevant RCSI Policies.  

Simulation skills sessions such as Operative Surgical Skills, Specialty Training days, Human Factors in Patient Safety, may be recorded for the purposes of facilitating and enhancing the trainee experience, you may be recorded for feedback purposes.

5.1.5     College videography and photography 
Trainees & Postgraduate Students or Course Participants should be aware that RCSI will capture select College events and trainee activities through videography (live or recorded) and/or photography. This video and photography is archived for the College records and may also be used for the purposes of promoting the College’s activities through the media, digital channels and on marketing materials. 
5.2          Your Rights

You have rights under data protection laws in relation to your personal information, as summarised below. You have the right to;
5.2.1 Request Access to Your Personal Information

This is commonly known as a “data subject access request”. This enables you to receive a copy of the personal information we hold about you and to check that we are lawfully processing
5.2.2 Request correction of the personal information that we hold about you

This enables you to have any incomplete or inaccurate data we hold about you corrected, though we may need to verify the accuracy of the new data you provide to us.
5.2.3 Request erasure of your personal information

This enables you to ask us to delete or remove personal information where there is no good reason for us continuing to process it. You also have the right to ask us to delete or remove your personal information where you have successfully exercised your right to object to processing (see below), where we may have processed your information unlawfully or where we are required to erase your personal information to comply with local law. Note, however, that we may not always be able to comply with your request for erasure for specific legal reasons or in line with statutory requirements to retaining training data for a specific period of time. This will be notified to you, if applicable, at the time of your request.
5.2.4 Object to the processing of your personal information

You have a right to object to processing of your personal information where we are relying on a legitimate interest (of our own or of a third party) and there is something about your particular situation which makes you want to object to processing on this ground as you feel it impacts on your fundamental rights and freedoms. You also have the right to object where we are processing your personal information for direct marketing purposes. In some cases, we may demonstrate that we have compelling legitimate grounds to process your information which override your rights and freedoms.
5.2.5 Request restriction of processing of your personal information

This enables you to ask us to suspend the processing of your personal information in the following scenarios: (a) if you want us to establish the data's accuracy; (b) where our use of the data is unlawful but you do not want us to erase it; (c) where you need us to hold the data even if we no longer require it as you need it to establish, exercise or defend legal claims; or (d) you have objected to our use of your data but we need to verify whether we have overriding legitimate grounds to use it.
5.2.6 Request the transfer of your personal information

You have a right to request the transfer of your personal information to you or to a third party. We will provide to you, or a third party you have chosen, your personal information in a structured, commonly used, machine-readable format. Note that this right only applies to automated information which you initially provided consent for us to use or where we used the information to perform a contract with you.
5.2.7 Withdraw consent at any time where we are relying on consent to process your personal information

You have a right to withdraw consent at any time where we are relying on consent to process your personal information. However, this will not affect the lawfulness of any processing carried out before you withdraw your consent. If you withdraw your consent, we may not be able to provide certain products or services to you. We will advise you if this is the case at the time you withdraw your consent. 

If you wish to exercise any of the rights set out above, please contact the RCSI Data Protection Officer in writing. We aim to respond to all legitimate requests within one month. Occasionally it may take us longer than a month if your request is particularly complex or you have made a number of requests. In this case, we will notify you and keep you updated. 

You will not have to pay a fee to access your personal information (or to exercise any of the other rights). However, we may charge a reasonable fee if your request is clearly unfounded, repetitive or excessive - alternatively, we may refuse to comply with your request in these circumstances. 

We may need to request specific information from you to help us confirm your identity and ensure your right to access your personal information (or to exercise any of your other rights). This is a security measure to ensure that personal information is not disclosed to any person who has no right to receive it. We may also contact you to ask for further information in relation to your request to speed up our response.

5.2.8 Lodge a complaint

If you feel that we have not handled information relating to you properly, or if you have contacted us about how we use that information and are unhappy with our response, you have the right to lodge a complaint with the Information Commissioner’s Office.

5.2.9 Additional Information
Additional information regarding this policy may be directed to the RCSI Surgical Affairs Office. 
5.2.10 Legislation & Reference Documentation
https://eugdpr.org/ 
https://www.dataprotection.ie    
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